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YPPAM
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.D1N) YDYD2) DXNIY NN IWIRY TN MM WHNWN NMINYINL N1 DWw»N .1

WVIDOY PPV NN .DYTIYDY MMPYY DIW»Y YOI NPTN MXNDDD NYOTH NIHN .2
.25 99 NYI TH NNDIDI

PN NITHIM NINT 1 OMY MMPHN INXD YHNYHD NMIINND 1900 NODN .3
NN DI0 MY 90IN HY NYY I8N INKRD My 90N Hw SESSION

.CAPTCHA /5N >y 99n¥) DY NNIPD 1900 INKR 1Y) .4
NNDYD NOY 5D PO MYNNNI NINYY NNPD 10

-1 XD 7292 VPN -2 nwy» 0w»n 5100 T80 9N mHannn Dy mdan ow» .5
7252 nya”non IP mansh 5y rpwnnd nwe) nbaxn w SSH

HASHED 2nna (Clear Text »Nw) 0811 MINHKDO PONX N Ow» .6
AN INMNSY 256 SHA 57191 PASSWORDS
.DW»NHONIY DY NNND Y OOINY FW, IPS noqyn nynon .7

219 7NN THND YN W YT NIAXND MIDTIVN MIVIND SSL mmyna vy .8
.NaY 1.2 TLS 59091 APDpwnm oownnwn

5y 10 OWASP TOP ny20p59x mapnm (DDOS) m»w ny»n mapnn »93 nnn- .9
.GEO n»n nbyan maao nvwoa X H»von X WAF | annn

NIVN TS WRIND NITIN 9D DVNNYNI DY DXOIP SV MNTION NN .10

SQL INJECTION, XSS, FILE w5 maopnn nymd> omunna vindw .11
.1 15Y INCLUSION, buffer over flow

.WEB -n>n1v5 0Mn) 02 NV 2 07190 O»Pnn .12

1252 ©YVUNN DXVNNAY DIV MOYNY 1NV DINIPN MO NON .13
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.DMMVWN DPYNNI T291 1980 THNA YR NIayn .14

MNIPY D02 DY DIV NINWIN DN IWINHDN HDIVWN MINYAD 1NN D1 0w .15

.DPPAN NTIOM NYTY TNSN

02N NIN 1N DIV MY MDY MINT) DIVMY DIWNNYND MWD DINY 1INY» .16

SV NIPN2) NIV DY NINAY DY HINNPN M TN NN MNXDI NITYY Dy paon .17
DMWY MINM Y257 DY MINMPN NINDIA NPVIP MYIIN DY DIDID

WORDPRESS »135 nuaixn ninda nynin

1. Use a strong password with the help of a password manager. Not
just for WordPress admin area, but also for sFTP accounts,
MySql database, hosting account.

2. Use Two-Factor for all interfaces whenever possible.

3. Restrict access to "wp-admin ”” and other sensitive stuff to
specific IP addresses.

4. Enable Web Application Firewall (WAF) & Malware scanner.

5. Use secure file permissions.

6. Disable PHP File Execution in Certain WordPress Directories.

7. Disable Directory Indexing and Browsing.

8. CHANGE WORDPRESS DATABASE PREFIX.

9. PROTECT THE WP-CONFIG.PHP FILE.

10. Use sFTP whenever possible.

11. Use SSL (TLS 1.2,1.3 only) on all of your WordPress sites.

12. Automatically log out Idle Users in WordPress

13. Keep your WordPress site and everything on it up to date.

14. USE THE LATEST PHP VERSION.

15. Keep WordPress core up to date.

16. Keep plugins and themes up to date.

18. Regularly update your passwords.

19. Routinely audit your sites for plugins, themes and users that
aren’t being used, and remove them.

20. Always have a recent WordPress backup. Having a backup of
your site can not only save you time if something does go
wrong, it can also save you a costly experience. Use
a WordPress backup plugin to create
automatic WordPress backups and store backup files off-site in
a secure destination.
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